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What is Industry 4.0?  

The key aspect of Industry 4.0 is connectivity, bringing 
together the machine and human, based on extensive 
real time data gathering and optimised machine 
intelligence.  This is enabled by using the internet as the 
key communication conduit and extending its reach from 
the Cloud right down to the sensor/device field level.  
This has the potential benefit of adding extra intelligence 
and functionality to this key area of the manufacturing 
environment, creating the pathway to what has now 
become known as the ‘smart factory’. 

There are four key elements that allow the 
implementation of Industry 4.0 and the Industrial Internet 
of Things (IIoT) within a manufacturing environment:  

 Modularisation 
 Customisation 
 Miniaturisation 
 Digitalisation 

 
The HARTING Technology Group is leading the way in 
providing the pathway to factory efficiency improvements 
through product technology solutions that satisfy all these 
elements. 

Modularisation 

A modularly constructed production plant offers a 
previously unattainable level of flexibility in production. 
Each section of the factory can be individually accessed 
and maintained, giving you the flexibility to alter the 
individual production modules without disruption to other 
processes.  

Another factor is the modularisation of products; the Han-
Modular® industrial connector family, for example, 
allows users to combine various connector inserts in a 
single connector housing. This means that power, signals 
and data can be combined flexibly within one connector, 
saving space whilst performing more efficiently. 

 

 

 

 

Combine connector inserts into a single housing with the Han-
Modular® series from HARTING. 

Customisation 

Industrial production is becoming more flexible and more 
intelligent. It is, therefore, important that individual 
production requirements are met, as customised 
solutions solve problems that standardised products 
cannot. Customisation is a key part of creating an 
Integrated Industry environment because the systems 
can be tailored to specific requirements; to provide an 
increased level of power, for example. These bespoke 
components help to create a ‘smart factory’ which 
manufactures more efficiently. 
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https://www.harting.com/DE/en-gb/solutions/han-modular-v2?utm_source=harting&utm_medium=whitepaper&utm_campaign=uk_i4_whitepaper
https://www.harting.com/DE/en-gb/solutions/han-modular-v2?utm_source=harting&utm_medium=whitepaper&utm_campaign=uk_i4_whitepaper
https://www.harting.com/UK/en-gb/trends/customisation?utm_source=harting&utm_medium=whitepaper&utm_campaign=uk_i4_whitepaper
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Miniaturisation 

A key theme within Integrated Industry is the growing 
trend of miniaturisation, specifically with regards to 
connectivity. Saving space while still providing the same 
amount of power, signal and data is crucial. HARTING 
strives to provide solutions that deliver maximum 
performance, and the introduction of three major new 
connectivity developments, the ix Industrial®, M8 D-
coded and Single Pair Ethernet (SPE) T1 Industrial, 
represent a big step forward in this direction. 

The HARTING ix Industrial® is set to replace the RJ45 
as the industry standard for 1/10Gbit/s high speed data 
transfer, combining compactness (approximately 70% 
area saving on the circuit board) with robust mating for 
harsh industrial applications. Providing a standardised 
interface according to IEC/ PAS 61076-3-124, this 
product is cost effective and gives users investment 
security as well as providing the correct contact point for 
future applications in the IoT.  

Likewise, the M8 D-coded is pushing the boundaries set 
by the traditional M8 connector, which only transmits 
signals. The M8 D-coded avoids taking up further space 
with additional power interfaces by simultaneously 
supplying data and power to field equipment with its PoE-
capability in D-coding. 

 

The ix Industrial® supplies compact products with perfect high 
data transmission rates. 

Single Pair Ethernet (SPE): A game changing conduit for 
factory digitalisation right at the field level 

Even more exciting is the HARTING T1 Industrial, a 
Single-Pair Ethernet (SPE) solution that has the 
potential to redefine the well-known Automation Pyramid 
by enabling users to take data from field level sensor 
devices directly up into the cloud if required.  As such, 
devices can communicate via their IP address enabling 
easy access to a web browser.  This is another key 
accelerator for IIoT and Industry 4.0, accommodating real 
time communication with Time-Sensitive Networking 
(TSN). 

 

Single Pair Ethernet (SPE), delivered by the HARTING T1 
Industrial, is a ground-breaking new communication technology. 

While normal Ethernet requires either 2-wire pairs or 4-
wire pairs, the T1 will create a new standard for the 
industry which defines a transmission channel at 10 
Mbit/s (20 MHz Bandwidth) IEEE 802.3 10BASE-T1 over 
an unshielded single twisted-pair cable (UTP) for a length 
of up to 25 m and shielded single twisted-pair cable 
(STP) up to 1000 m.  Also 1 Gbit/s (600 MHz Bandwidth) 
IEEE 802.3 1000BASE-T1 for 15m (UTP) and 40m (STP) 
cable.  SPE also allows for the direct powering of field 
level sensors and devices up to 50W via a Power over 
Data Line (PoDL) approach.  Typical key industrial 
markets which will benefit from this technology include 
automation, machinery, robotics and transportation. 

mailto:SalesUK@HARTING.co#m
https://www.harting.com/UK/en-gb/solutions/ix-industrial%C2%AE-miniaturised-industrial-ethernet-interface-70-space-saving?utm_source=harting&utm_medium=whitepaper&utm_campaign=uk_i4_whitepaper
https://www.harting.com/UK/en-gb/solutions/ethernet-connector-m8-force-miniaturisation?utm_source=harting&utm_medium=whitepaper&utm_campaign=uk_i4_whitepaper
https://www.harting.com/UK/en-gb/single-pair-ethernet?utm_source=harting&utm_medium=whitepaper&utm_campaign=uk_i4_whitepaper
https://www.harting.com/UK/en-gb/node/24186?utm_source=harting&utm_medium=whitepaper&utm_campaign=uk_i4_whitepaper
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The HARTING T1 Industrial connector is the only SPE 
interface where both contacts sit parallel to the pcb and 
are fully symmetrical.  As a result, conductor lengths are 
exactly equal, eliminating crosstalk problems over the 
signal paths.  This is especially important for usage at the 
higher data rates of 1Gbit/s and above, which will require 
operation at high frequency bandwidths of >600MHz.  
When combined with full 360-degree metal shielding, the 
HARTING T1 futureproofed design offers the highest 
possible level of signal integrity.   

Consequently, the HARTING T1 design has been chosen 
as the recommended interface by the global IEC/ISO 
11801 and TIA TR42 Cabling Standards Industry 
Working Groups that are defining the Single Pair Ethernet 
operating standards: 

 Connector: HARTING T1 standardised Interface acc. 
IEC 63171-6 

 Cabling: Standards acc. IEC 61156-X 
 Ethernet Transmission Protocol standards: IEEE 

802.3cg 
 

Single Pair Ethernet offers an Open Communication 
Protocol on a continuous TCP/IP basis with the potential 
to replace the existing multitude of conventional field 
buses, therefore, simplifying parametrisation and 
initialisation and removing costly gateways.  It also offers 
key benefits of shorter installation time for field devices 
and allows easy operation and maintenance in a common 
IP-based network. 

Another important concern is the possible creation of 
data overload.  By allowing seamless IP access down to 
the field sensor level, Single Pair Ethernet offers an 
important channel to addressing this issue.  SPE enables 
the sensor device to be integrated with a level of self-
intelligence, which results in only critical data being 
transmitted to the cloud as and when necessary.  This 
means that the network bandwidth level can be lowered, 
storage requirements reduced and energy consuming 
cloud analysis minimised, resulting in significant savings 
on associated business expenditure. 

Trends such as the IIoT bring with them predictive 
maintenance capabilities, which requires many additional 

sensors to provide the data. Ethernet is the right standard 
and SPE is the right infrastructure to implement this idea 
in a space, financial and resource-saving manner.  In 
short, SPE will provide the infrastructure for the IIoT. 

Digitalisation 

One of the main principles of Industry 4.0 is that it allows 
you to take individual process and critical performance 
data from factory machines and import it into the cloud, 
meaning the workflow, upkeep, and management of each 
machine and series of machines can easily be done 
remotely via web browser access.  It is important to note 
that data security can be maintained and that not all data 
is transmitted, which would otherwise result in high cloud 
storage costs. 

To understand how this works, you need to understand 
two concepts: cloud computing and the Internet of Things 
(IoT).  Cloud computing is hosted on the internet and 
allows for remote access to apps, services, and stored 
data.  The Internet of Things builds on this concept by 
using the cloud to store and automate processes in 
objects that are synced to the internet. 

 

Digitalisation allows you to assess machine data remotely. 

mailto:SalesUK@HARTING.co#m
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The Industrial Internet of Things (IIoT) 

Juergen Brixel has this to say about the IIoT: “We can 
think of cloud computing and the internet of things as the 
trigger that has brought Industry 4.0 to the forefront of our 
factories. That’s why some have also come to call it the 
‘Industrial Internet of Things’. Outside of factories, these 
‘things’ are called Cyber-Physical Systems (CPS); 
physical objects with embedded software and computing 
power.” 

“Within a manufacturing system, these ‘things’ become 
more complex and are called Cyber-Physical Production 
Systems (CPPS). CPPS are software-enhanced 
machinery that not only have computing power like 
typical IoT objects, but also have embedded sensors and 
actuators designed to self-diagnose and make decisions 
based on their current state.”1 

As such, factory collated data can be securely linked to 
the internet and distributed to the cloud, allowing remote 
access and monitoring and for more detailed analysis to 
be performed to the benefit of the plant.  

Virtual plant performance can also be simulated in the 
cloud, enabling other plant flowline design improvements 
and estimation of cost implications for optimised CapEx 
planning. 

Benefits of Digitalisation 

Industry 4.0 and digitalisation process improvements can 
also be achieved at the local factory shop floor level 
without necessitating the use of the cloud, according to 
the process stages defined below: 

 Collect key operational process data 
 Analyse and process data in real-time from existing 

or retrofitted sensors without the internet, reducing 
cloud communications costs and providing better 
data leak prevention  

 Extract only the key performance data, to enable 
potential improved control over a specific machine or 
equipment functionality 

 
1 Juergen Brixel, What is Industry 4.0? 
https://www.salesforce.com/uk/blog/2016/09/what-is-industry-4-0.html  

 Multiply this knowledge where appropriate over 
similar equipment located in different cells and 
securely integrate this into the main plant MES/ERP 
network for further improvement to production 
processes 
 

Process improvements are not just limited to production 
line equipment/machinery.  You can also achieve them in 
other key areas of the factory, such as warehouse 
logistics and management, by automating the tracking of 
goods in/out through the application of RFID technology.  
This method also allows you to improve goods packing 
station efficiencies. 

 

How much will Industry 4.0 implementation cost? 

The benefits of Industry 4.0 can be achieved for 
businesses of all types and sizes, from very low to large 
CapEx budget capabilities.  Also, you don’t have to buy 
totally new state of the art equipment which is already 
integrated with digitisation proficiencies. 

 

 

 

mailto:SalesUK@HARTING.co#m
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Overall Equipment Efficiency (OEE) improvements can 
be achieved for even the smallest of budgets through the 
digital retrofit of devices and sensors, that can then 
collect the digitised data that may not presently be 
accessible in existing plant installations.   

How easy and quick is it to apply Industry 4.0? 

Digital retrofit is the simplest, quickest and lowest cost 
route to such an Industry 4.0 digitisation rollout approach 
as described above. 

HARTING’s rugged IP67 MICA Linux-based open 
software edge computer is the solution for digital retrofit 
in typical harsh industrial manufacturing plant conditions.  
It is resistant to shock and vibration and is compact and 
easily located near or even on machinery via mounting 
brackets.  It supports either digitalisation at the local 
factory floor level with its integral data processing 
capabilities or also provides MQTT access to the cloud. 

 

HARTING’s MICA edge computing device is the perfect solution 
for your Industry 4.0 projects. 

MICA is easy to set up and can be configured by anyone.  
There are no operating restrictions.  Open architecture 
software runs in virtual, Linux-based containers on top of 
a streamlined base OS.  Each application runs 
sandboxed in its own container with all libraries and 
drivers.  Communication between containers requires a 
separate IP address, ensuring data security, and it will 
safely integrate into existing MES/ERP production 
networks.  It has the option for interfacing to various 

existing fieldbus operational sensor solutions and is 
compatible with market standard software operating 
protocols, uploaded at no charge.  Therefore, plant 
integration costs are kept to a minimum. 

What are the benefits of Industry 4.0 for manufacturing? 

Industry 4.0 implementation supports four major business 
value drivers for productivity improvement within 
manufacturing: 

 Increased Overall Equipment Efficiency (OEE) 
 Improved product quality and consistency 
 Reduced production costs 
 Increased manufacturing scalability and future 

expansion 
 
Author: Howard Forryan, Product Market Specialist 
HARTING Ltd, Northampton, UK 
Connect with Howard on LinkedIn 
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